Texnnyeckoe 3aqanue HA NOCTABKY 000pyA0BaHUsI, Pa3BePThiBaAHHE U BBOJ B
orenayaranuio Wi-Fi cetn koprnopatuBHOro yposnst

Mapamerpsl TpebGoBaHuii
3aKyHnaeMbIiX TOBA poB,
paboT, yeayr (npeamer
3AKYIIKH)

KoukpetHble TpeboBanus K ToBapam., paGoram, yeayram

HaumeHoBaHHe/BUA
KOJMmuecTBo / o0beMbl
€AMHULIA H3MEPEHMS

TpeboBanus k 060pyOBaAHHIO
Touka gocryna:

[Hoprer 1x2.5G uim 1x10G Ethernet;
IToanepxkka PoE+ (802.3at) nnu PoE++ (802.3bt) :
IMopaepkka crawpapros: IEEE  802.11be (Wi-Fi 7).
obparnas copmecTmocTh ¢ 802.11a/b/g/n/ac/ax;
Jlnanaszounwl yacror: 2.4 GHz, 5 GHz, 6 GHz (Wi-Fi 6E/7) :
[Iupuna kanana: a0 320 MHz;

Moaynaums: 4096-QAM;

MU-MIMO: munumym 88 (B naeane a0 16%16):

OFDMA: uplink u downlink;

Multi-Link Operation (MLO): oaHoBpemetHas nepeada no
HECKOJIbKHM JIHara3oHam;

MakcumainpHas ckopoeTs: o1 10 ['Gut/c:

Ayrenrudurauus: WPA3-Enterprise, 802.1X;
Ludposanue: GCMP/AES:

OGnapyxenue Rogue AP;

Sammra ot DoS. Spoofing;

['ocreroii nocryn: Captive Portal, VLAN-uzoasums;
CoOBMECTHMOCTE C LEHTPAIM30BAHHbIM KOHTPOJIEPOM:;
IMoanepaxka Zero Touch Provisioning;

SNMPv3, Syslog, REST API;

Hurerpaums ¢ Active Directory, RADIUS, LDAP;
ITopnepxka TenemerpHu: Tpauk, YCTpOHUCTBA, KauecTBO
CUTHasa;

VBegomienus o neperpyske, c60sx, NONLITKAX B3IOMA;
VLAN, QoS, ACL;

[Moaaepxka IPvd u IPv6;

Layer 2/3 poymuHr;

BosmoxHOCTh TyHHEIMpoBaHus Tpaduka oT KOHTpO.LIepa
1o AP
Iomnepacka SDN;




AHTEHHbBI: BCTPOEHHBIE,

L]

o MoHTakK: NOTONOYHBIH (KPEMIEHHE B KOMIIEKTE);

o  Konuuecrso: 70 wr;

o [‘apaHTHs M TEXHHYCCKas TOAUCPIKKA: HE MEHEE 3 JeT,
2. Tpebopanusi Kk nporpaMMuHoOMy  obDecrieyenuio n
KOHTpO/LIepam:

[opte1 2% 10G Ethernet/SFP ans Qpusuyecknx
KOHTPOJIEPOB;

[Tonnas copmecrumocts ¢ IEEE 802.11be (Wi-Fi 7);
VnpapicHue ToukaMu joctyna c nopaepakoii Multi-Link
Operation (MLO);

[omsepaxka 320 MHz kananos, 4096-QAM, OFDMA, MU-
MIMO:;

[lenTpanuiosannoc ynpasiacHne roukamu gocryna (AP);
ApTomarnyeckoe 0bHapyxeHue H KoHpurypauus (AP):
[Noanepxka Zero Touch Provisioning;

Vnpasienue paguouactoTHeiM cnektpom (RRM);
BanaHcHpoBKa Harpysku Mexay AP;

[Toanepxka Layer 2 u Layer 3 poymunra;

O6noBaeHHE NPOIMBOK AP uepes KOHTpo.LIep;
Ayrtentudurawms: 802.1X, WPA3-Enterprise;

Murerpauus ¢ AAA-cepsepamu (RADIUS, TACACS+);
Ponb-opuentuposanvii aoctyn (RBAC);

[Moanepxkka Captive Portal u  rocrepsix  VLAN,
BOSMOMHOCTh EHEPAIHK TOCTEBLIX KiMoueH (0aHHOYHAA
reHepaums, MHOXECTBEHHAs reHepalus, pacrnucanue
paboTsl KA0YeH 1 KOTHICCTBO YCTPOTHCTR);

3amuTa ot Rogue AP, DoS, Spoofing;

Indposanue ynpapnesua: HTTPS, SSH, SNMPv3;
BeG-unrepdeiic u CLI ang ynpapnenus:

[Topaepaka SNMP, Syslog, NetFlow;

OTtuérel no Tpaduky, nMOALIOBATENIAM, YCTPOHCTBAM;
YeegomaeHus 1o CoObITHAM 1 cOOsIM;

[Topzepxka VLLAN, QoS, ACL, BO3MOKHOCTE PHALTPOBATE
no tunam OC u ycrpoicTBy:

DHCP Relay, NAT, Firewall;

[Topnepmxka IPv4 u IPv6:

Hnrerpaumns ¢ SDN u ZTNA;

BO3MOKHOCTL TYHHENMPOBAHUS TpaduKa OT KOHTponsiepa
o AP;

[lopaepxka knactepusalum u pesepsuposanis (HA);
[Mogaepkka peicpBHOTO  NMUTaHMA A QUIMHECKHMX
KOHTPOJUIEPOR;

[lpouszsopurensHocTh: He Menee 10 TOut/c;

Bosmoxnocrs  yerasoskn B crodiky  (1U22U)  ana
(PUEMYECKUX KOHTPOJIEPOR:




MecTo nocrapkn TOBapa,

o [apanTus n TexHuyveckas NOIACPKKA: HE MeHee 3 JieT;
e  Konuyecrso: @Puzmyeckui xourponanep 2 wr. wuan
BuprtyaasHbiii konTposiep 1 wr.

2. | oka3aHmWAa ycayr/ r. buuikek, yi. M6paunsmosa 24
BhINO/IHEHHS padoT
Cpoku (nepuosni)
3, | MOCTaBKy TOBapa, B 3
§ TeueHHe 45 AHel nocne 3aKIOUeHHA J0roBopa
OKasaHus yeayr,
BhLNOAHEHUs padoT
1. Mipeanpoexrnoe obeiaenosanne (Site Survey)
 AHanmu3z  cyuecrBytouei  kabeasHOW  m cereBoi
HHPPACTPYKTY P,
e PagmooGcnenopaHue MoMELICHH#H:
o Onpepeneine ONTHMANBHBIX MECT YCTAHOBKH TOUEK
Aocryna:
o DopmupoBanKe oTYETa N0 0DCAEAOBAHKIO.
2. [IpoexTipoBanne GecrpoBoaHOl CeTH
o PaspaBorka cXembl pa3MerieHus ToUeK J10cTyna;
« [lpoexTHpoBaHHe JOrHueckoil CTpykTyphl cetd (SSID,
VLAN, TpaHkHr);
o [lpoektupoBanue nonuTHK GE30MACHOCTH H JOCTYIA;
+ CornacoBanue NPOSKTHBIX PElLCHHH ¢ 3aKa3uHKOM,
3. NMocrapka 060opyRoBaHNS M IHLHEH3HT
» [locraska oGopynoBanus cornacHo cneupuraumm;
« [loctaBka seex HEOOXO0AMMBIX IMLEH3HI M NOANKMCOK;
« [lpoBepKa KOMIJIEKTHOCTH.
Mopanok 4. IIpoeepka NOANMCOK M JAHIICH3HIT
4. | (nocnenoparensuocts, o TloaTeepkaeHUE  HAIWYMSl  AKTUBHRIX  MOANMCOK Y

3Tankbl) BHINOJAHEHHA paboT

NPOH3BOHTEIS;
o Tlposepka cpokoB AeHCTBHSA JIMIEHIHIT;
o [lepenaua 3axa3uuky HHGOPMALMH O THINE H CPOKE
NOMINCOK.
5. PazBepTeIBaHHE H NyCKO-HAAaA0MHbIe paGoTe (ITHP)
»  VYyacrue B yCTAHOBKE TOYCK A0CTYMA (NPH HEOOXOAUMOCTH )
« Hactpoiika koHTponnepa 6ecnpoBojHON ceTh;
« Hacrpoiika SSID, VLAN, ayTenTHduraLmm, TpaHkunra;
e Hurerpauus ¢ Active Directory / RADIUS;
« Hacrpoiika rocresoro aocryna.
6. TecrupoBanne H ONBITHAS YKCIUIYATALIHS
o Tlposepka 30HbI MOKPHITHS:
« [lposepxa poymunra;
o [lpoBepka CKOPOCTH M OTKA30YCTORYHBOCTH,
« TecrnpoBanue paboTbl KOPHOPATHBHBIX CEPBHCOB.
7. BBO ceTH B NIPOMBIILICHHY 10 IKCILIYATALHIO
o VYerpaHeHue BuIsIBIEHHBIX 3aMeyaHnid;
o  OxoH4aTeNbHas OMTHMH3AUNA HACTPOEK;
o [loaTeepiiaeHHe rOTOBHOCTH CETH K IKCIUIYATALIUM.




8. lpuémka pesyasraTos pabor
o [loanucanue Axra npuéMKH;
o llepenaua HCMOAHUTENBHOM JIOKYMEHTALNK;
o [lepenana yueTHbIX AAHHBIX M CXEM CETH;
o [lepenaya rapaHTniiHbIX W TEXHHYECKNX JOKYMEHTOB,

Tpeboranus x
NOCTABIACMBIM TOBApPaM,

* ObopyaoBanve JA0MKHO OBITH  HOBRIM, HE ObIBIIMM B
IKCILIYATaLMK;

+ Ceprudukar COOTBETCTBHS W/WIIM ABTOPH3ALIKOHHOE MHCHMO OT
NPoU3BOAUTENA WK AMCTpUOLIOTOPA (NpH HATWYHK);

% BHITIOJHAEMBIM padoTam, * Bee yHkUMM, yKazaHHBIe B TeXHUYECKOM 3aJaHMM, JOJIKHEL
OKa3bIBAEMBIM YCITYTaMm ObITb  J0CTYNHBI Oe3 HEOOXOMMOCTH npuodpeTeHna
JAONONHUTENbHBIX AMUEH3UH, 1100 TAKHE AHLECH3HH J0IKHE! ObiTh
BKJKOYEHEI B CTOHMOCTS MOCTABKM. B
* Ilpremka npon3BOANTCA HAa OCHOBAHMM aKTa NPUEMKH-TIEPEIAYH;
IMopsagok cnaun u npueMku | « B xone npUéMKH OCYLUECTRAKETCS MPOBEPKA KOMMJIEKTHOCTH,
6. | TOBapOB, YCAYI, paborocnocobHocTH 06opyI0BaHNA;
pe3yasraros paboT * Tlognucanue akTa nociie NPOBEpPKH TEXHHYECKUX XapakTepHCTHK
M COOTBETCTBHA 3aiBIEHHBIM MapamMeTpam.
Tpebosanus 1o nepenave
3aKa3YHKY TEXHHUECKHX H | * [lepesaya akra BLINOIHEHHBIX paboT;
7 | MHBIX JOKYMEHTOB 10 * MHcTpyKLMM nonbsoBareis (Ha pyCcCKOM #3bIKe):
3aBEPIIEHHIO W ¢/laue * Ceprudurarsi, rapaHTHiHbIE TAS0HbI (TPY HEOOXOAUMOCTH).
pabor
8 [apanTHitHbIe B Teuenue rapaHTHIHONO CpoKa NOCTABIMK 0DS33H VCTPAHUTE
obs3arenbcTBa HEUCTIPABHOCTH 3@ CBOI CHET BKIIOYas 3aMeHy obopyaoBaHus




